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(57) A n«tw>ik peripheral dwica (1 1) connacted to 
a nlwrk (6) via s router (7) obtains rOTcte 6Brv.cirig 

rnTa remote se-vice grflanizatten (1 .3 A5) .5«c««Bd 
by a network peripheral device 0^)^19*9 nehvo*(^ 
«,efirst packet irxauding 8 'equator ser^c^Jom^^ 
tonfrcwn the net>«>rk peripheral d^e(l1).N6«^a^^^ 

end packet is sent automaOcany "P^nj^^T, ,S 

Jeck^ from the network peripheral dev.ce (11) tothe. 

S service organiiation (1,3.4.6) via the network. 

the seand packet lr«lijding the requwW Pe^^ 

6«vidng informalion. Thereafter, a 

a,e remote service orgenn^on *° 
network pe.^e«I device (in) v,a the "^^j^^ 
received by the nelvro* peripheral dwice (11). the th.rt 
padwt including an instiuotior. to execute a penpheral 
servicing iunclian. Rnally. thepenpheral serwong func- 
tion i6 eceoited-by the network peripheral device (i1) 
airtwnaficaBy in response lo the third pat*et 
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Description 

RACKGROUNH nF"n^g IMVFNUOM 
pj^i;iOfTh& Invention 

The present invention concerns pertomning remote 
maintenance and servicing of a neiwork peripheral 
device over the Worfd Wide Web or other network: 

nPRrryition Of THQ Related Art 

Traditionany, when a peripharal device, such as a 
copier, reqirired manufacturer'B majntenance or serjric- 
ing. the erKi user comacted the coirpany's techrical 
support or servicing department wbich then cf spatched 
a service techniden to visit the user's site and service 
the device. In adcfitlDn, in many cases a service techni- 
cian would visit the user's site on a periodic basis to pe^ 
form schedii! ed maintenance. 

Thus, the traditional method of providing mainte- 
nance and seivice tor a device ordinariiy required a 
service technician to phys^ally visit thke site where the 
device is locaied. Moreovar, several visits might be 
required if, upon the Orst visH. the technidan discovered 
that be did not have with him one or more tools or parts 
to further diagnose or correct a discovered proWem. 

Accordingly, tiiere has long existed a need to 
reduce the number of site visits required to be made by 
service technicians, and when a site visit is required, to 
prcwidB the eervicB technician with advance information 
regarding any problems tha;t might exist 

Point-to-point modem connedior»E have been used 
in the past to accomplish some of these goals. However, 
instainng a modem in the peripharal device is many 
times redundant, as most large organizations maint^n 
modem bank servers on their LAKs. Additionany, such a 
technique requires the peripheral device to have access 
to an available analog phone line, which is often difficult 
to find large corr^nies. 

S^UMMARY OF THE irvlVENTlQM 

It is therefore an object of the present invention to 
address the toregoine dtfficuhies by providing methods 
and appaietuses by vwHch certain servdng and mainte- 
nance of a networi^ peripheral device can be performed 
remotely, sucfi as from a centralized service organiza- 
tion of a dewce rnanulacturer. over a network, such 
the World Wide By providing servicing and main- 
tenance according to the present invenfion. the numbw 
of srte visits required to accomplish those tasks can be 
reduced, aral in the event that a site viet is stiB deemod 
necessary, probiems with the network peripheral device 
can be discovered in advance, enabfing the service 
technician to better prepare to repair the problem. As 
used herein, a '^network peripheral device" means a 
peripheral device together with a network board for 



comnvmcafing over a network- 
Accordingly, in one ^ect the present invention 
services a network peripheral device connected to a 
network via a router. Initially, a first packet is sent from 
& the remote service organiration to the network periph- 
eral device via the network, the fir^ pactet including a 
request for servicir^g information from the network 
peripheral device. Next, a second packet sent from the 
network peripheral device to the remote service organi- 
10 zation via the network rs received, the second packet 
Including the requested p^heral servicinQ infoima- 
tion. Finally, a third packet is sent from the remote serv- 
ice organization to the netvrork peripheral device via the 
n^work, the tiiird packet including an Instruction to exe- 
is cute a peripheral senncing function. 

ki another aspect of the invention, a network 
peripheral device connected to a netvwork via a router 
obtains remote servicing instructions over the network. 
Initially, a first packet sent from a remote service organ- 
SQ "laatjon is receivBd via the network, the first packet 
including a request far servicing information from the 
network peripheral dgvice. Next a second packet Is sent 
automatically upon reoe'rpt of the first packet from the 
network peripheral device to the remote service or^ni- 
ss zation via the network, the second packet including the 
requested peripheral -servicing information. Thereafter, 
a third padtel sent fmm the remote service oigarlization 
to the network peripheral device wa the network is 
received, the third packet Including an instrucfion to exe- 
50 cute a peripheral seiviang function. Finally, the periph- 
eral sen/icing funcfion is executed automatically in 
response to the third paci<et. 

This brief summary has been provided so thai the 
nature of the invanllon may be understood qmcWy A 
35 more complete understanding of the invention can be 
otrtaiied by reference to the following detailed descrip- 
fion of the preferred embodiments thereof in connection 
with the attached drawings. 

40 RRIFF DESCRI PTinrNi OF THE DRAWINGS 

Rgure 1 is a diagram of a network architecture of 
an errtoodirnent of ttre present inventioa 

Rgure 2 is a diagram showing the physical layoit of 
45 con^nents on a network board of an embodiment of 
the present inventton. 

Rgure 3 is a funcfional block diagram of the net- 
work board 

Rgure 4 is a perspectiva view showing the outward 
50 appearance of a workstation of an embodiment of the 
present invention. 

Figure 5 is a block diagram of a user's v*rtiri<station. 
Rgure 6 is a t)lock diagram of a technical support 
operator's workstation. 
ss Rgure 7 is a copier home page as displayed by an 
Int^net browser. 

Rgure 8 is an HTML file corresponding to the copier 
home page of Rgure 7- 
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Figure 9 is an HTML fite correspondino to a Tab 
Frame of the copier home page of 1=i9ure 7, 

Figure 10 is an ^Admrdstralion- web page as dis- 
played by a bfcwser. 

Figure 11 is an KTWL file corresponding to the i 
-Adminisiration^ web page of Figure 10. 

Figure 1 £ is a Technical Support eerver home page 
as displayed by a browser. 

Rgure ia is a fiowchart for describing process 
steps to create an SNMP cfient m a workstation and to 
r^ot a copier via the SMMP client 

Figure 14 Is a llowchart for describing process 
steps to send copier informallon lo a technical support 
organlzalion. 

Figure 15 is a ftowchart tor describing process 
steps to send copier information to a technical support 

nmangfltion. 

Figure 16 depicts a Web page for providing aennc- 
ing information generated by a network corner in 
response to a service organization request. 

Figure 17 dapids a Web paga showing mainte- 
nance and diagnostic functions avajlable to be exeoulad 
by a. network copier- 

Figure 1 6 is a f lowwbart for dascribing a method tor 
performing remote maintenance and senridng of a nei- 
work copier over the internet. 

Figure 19 depicts a service request page auJomatt- 
cally generated by a network copier in response to a 
detected condiUon. 

Figure ^ is a flowchart fdr describing a mettiod cv 
which a network peripheral device send an auto- 
matic service request wer an IP-network. 

aieoDiMBfcim 

INeiworkArchiledure] 

Figure 1 is a diagram of a network archftecture 
which can be used to implement an embodiment of the 
present invention. Included in Figure 1 is Network Inter- 
face Boani (NlB) U. an example of which is descrtoed 
in as. Patent Application No, 08/409,034. filed March 
23 1995 entitled "Nrfvrfork Imerface Board For Digital 
C<i3ier"- The NIB U is coupled to a copier 1 1 having an 
open architecture through a MuW-Devke Controllfir 
(MDC) 12- tn Q preferred enrtbodiment the copier 11 is a 
Canon GP-55 or other copier capable of establishing a 
robust interface wJlh N\B u. The NIB 14 is also coupJed 
to a local area network (LAN) 1 5 through a LAN inter- 
face, for example, Ethernet interface iOBas€^2 with a 
Coax connector or lOBa^e-T whh an RJ-45 wrmector 
Aitamativeiy. the present in^entkyi may utilize a i-AN 
conforn^ng to aToken-nng archHecture. 

Plural workstations, such as workstations 9 and 15. 
are also connected to the LAN15. and under control of 
the network operafing system these workstations are 
able to communicate with the NIB 14. One of the work^ 
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Stations, such as workslaiion 9, may be designated for 
use as the network administrator. 

in addition, workstations 9 and 16 may each com- 
prise a standarxJ workstation capable of generating data 
faes. transmitting them onto the LAN 15. receiving 
from the LAN 15. and displ^ing andtor processing such 
filee. A workstation n«y also have a printer connected 
diret^yto^it connected to the LAN 15 

respectively through a Network Expansion Device 
(NED) 13 and a Network Expanaion Board (NEB) i& 
(examples of which are described in co-pending U.S. 
Patem AppllcaUon No. 0B/489.ii6, filed June 9. 1995. 
entitled '^otputting a Network Device Log Rie^ 
respectively. Other unshown peripherals may also be 
connected to the LAN 1 5. 

Typcally, a LWM services a fairly localized group of 
users such as a group of users on one floor or contigu- 
ous floors in a building. As users become more remote 
trom one another, tir example, in different buildings or 
different states, a wide area network (WAN) (net shown) 
may be created which is essentially a conection of 
eral LANs all connetrted by high speed digital fines, 
such as high speed integrated services digital network 
(ISDN) telephone lines- ^ 
Figure 1 shows that LAN 15 is connected to the 
World Wide Web B via a router 7. Accordingly. LAN i5 
must support data packets transmitted according to the 
TCP/IP network protocol (iPiKckets)'. Each iP^cKel 
includes a destination field indicating the network 
eddress of the irtlended recipierrt. a source fieW indlcat- 
tng the network address ot the sender, a datafieW a 
field indicating the length ot the datafield, and a check- 
sum field for error detection. Although the mweni^n ^ 
descrtoed with respect to IP communications, rt should 
be i0ider5tood that the Inventton can be in^jlemented 
using Other communlcafion protocols as well. 

The router 7 primarily provides the UN 15 with 
web monitoring functions, routing ip^packets intended 
, tor devises on LAN 15 to the LAN 15 and discarding all 

othOT. and placing IP^pad^ts generated by devices on 
LAN 15 onto tha Web 6. _ 

Also connected to the Web 6 are rooter 2 which 
prewideBwrorketaiions 1 and 3 vnth access to the Web 6 

5 and router 5 whfch provides workstations 4 and 8 VAlh 
access to the Web 6. In the presert indention, worksta- 
tions i end 3 are connected to a Technical Support 
orgsnization LAN 19 and workstatione 4 and 8 are con- 
nected to a Sales organization LAN 20- Similarly, frje 

JO woficstation 4 is locatod at the Sales center responsible 

for prONrtding accessories to the GP-S5 cqpier 1 1 - 

A preferred errtodim&nt of the present 'mvention is 
descnbed below in the context of IP communications 
among workstations 1 and 9. each of which Includes a 
55 network expansion board (not shown) for generatrng IP- 
packets, and copier 11 which uiirizes NIB 14 togener^ 
IP-paOkets. However, the present imention Is not llnvled 
to using the foregoing hardware. For example, the 
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invention could also be implemertied by using a network 
expansion device, such as NED 13. a network expan- 
sion boeiti, such as MEB 18, provided a robust penph- 
eral to netvuork board interface can be estaUished. 
Similarly, other peripheral devices could be substiiuied 
tor copier 11 . and a variety of processing device© could 
be substituted tar workstations 1 and 9. 

[Network Interlace Board] 



Broadly ^eaWng. the NIB 14 is an interactiv© ne^ 
worK device which couples the copier 11 to the LAN 15, 
making the copier 1 1 a responsive and imeraclive net- 
work menfcer. The NIB 14 TBcelves ocpy data, status 
recjuests^ and control commands from the LAN 15, 
tranfifhits copy daka. staius requests, and control con> 
mands to the copier 1 1 tor executbn. and transmits sta- 
tus information t>BCk to the LAN 15. Thus, ^e NIB 14 
can perform not only remote cof^nfl servicse and copy 
server functlonaliaes, but can also offer to network 
member? whatever status and control features are 
available from th© peripheral interface. 

Rgure 2 is a view showing the physical layout of 
components on the network interface board 14, As 
shown in Figure 2. the NJB 14 indudss. all mounted on 
a PCB (priated circuit board) 21, ac microprocessor 22 
such as an Intel 80486-DX2 n^croproceseor for control- 
ling aU functions on the NIB 14, a PC-AT Chipsefl 24 
which includes logic droultry specific to the NIB 14 for 
controUinfl and moniloring various functions on Ihe NIB 
14. such ae monitoring address and data bices and 
issuing crtp select commands, a network controller 25 
such as an Ethernet controlle* for managing access to 
the local area network, and three network connectors 
26, 27 and 29 br connecting to any of the standard net- 
vwrk wiring such as T-base 10, T-bas© 10 and AUL TTie 
microprocessor 22 is provWed vnth a minimum of 4 MB 
of dynamic RAM (ORAM) via the SIMM pockets 30, 
which can accept up to B4 MB of DRAM. A duaJ port 
PAM 31 is provided to communicate with the MDC 12 
via a connector 32. 

The Trtcroprocessor 22 is also prodded with access 
to EPROM 34 fw' peisisterrt storage. Two option slots 35 
and S6 r^pectively, which are controlled by a PCMCIA 
interface controller 37 are provided for PCMCIA type 2 
expansions by which it te pussaDle to equip the NtB 14 
wah a variety of additional peripheral such as a 
modem, an ArcN^ inteTface, and the like- 
Access to ths UDC% video bus Is provided vfe a 
vkJeo bus connector 38 whic*i is controlled by a video 
interface gate array 39. Gate array 39 has access to a 
ninifflum of 1 MB of video RAM (\mAM) which is 
expandable up to 32 MB of DRAM via a SIMM socket 

40. - 

Status SgWs 41 are provided for a user to monitor 
intend status flags of the NIB 14. in addition, two data 
interface ports arc provid«i: a bi-directional parallel port 
42 so as to permit conneciion to a bi<iirectional data 



de«/ice such as a stand-atone computar. and an RS-2S2 
serial port 44 so as to support serial communication 
such as for debug purposes. 

5 [Network Interface Board Software] 

Rgure 3 Ulustrates eocamples of btocks of code, or 
software modules, that are utilized by the IMIB 14. The 
XP module 51 provides a standardize interface 
iQ between the copier 11 and the NIB 14. A MUD (Multi 
UnH Interface Driven 58 is a piece of code (t^ecfia Sup- 
port Module, or MSM) Hnked together with a piece of 
customized code (Hardwrare Support Module, or HSM) 
mat Is the lowest level of connectiDn to the LAl^ 15- The 
is LSL (Unk Support Layer) 63 Is a piece o1 code that ads 
as a multiplexer between the low level MUD CB.and the 
TCPAP protocol stack 56. the Novell IPX protocol stack 
57. the Appletaik ptotocoi stack 59 and the NetBIOS 
protocol stack 60 afc>ove it. 
so The Protocol Independent Interface (Pll) module ei 
piwidee a singie interface f^r communication via the 
various supported pnjtocols. Because the NIB 14 sup- 
ports multiple protocol stacks, this module exists as 
long as the NIB 14 is running. Flash server 62 is used to 
25 repiogram EPROM 34. Pll module 61 works m conjunc- 
tion vtfith flash server 62 to monitor and support the var- 
ioua protocol stacks. 

The NIB 14 also supports a Hyper Text Transfer 
Protocol (TiTTPI server 64 which enot^es worhsta- 
30 tiQns9and16of1heLAN15toaccesBtheNtBuanga 
web browser which supports World Wide Web protocol* 
Accordingly, fte NIB 1 4 also contains files v&nOx nw ^ 
passed to such a web browser according to mTP pro- 
tocol, such as Hyper Tert Markup Language C^Ll 
3S ffles. JAVA applets, or Graphics Interchange Formal 
(•X31F-) files- JAVA applets are ptetform-independent 
segmenlB of ^cecutaWe code which are designed to run 
behind an appiet-enaWed web browser on a workstefion 
using-a JAVA Virti^l Macfune fJVM"). 
40 In addition, the NiB 14 provides the copier 1 1 with a 
Simple Network ManagemerTt Protocol fSNMP'^ agent 
55. 8NMP agents are widely used to exchange moritor- 
ing end control dada between network peripher als and 
network v«>rkstations. The agent SS returns information 
45 contained in a Managemem Infixxnation Base 54, wWch 
is a data structure that defines what informafion can be 
obtained from the copter 11 and what aspects of the 
copier 11 can be controlled. The NIB 14 includes an 
PJiyRPC Interpreter 52 to interfecatjetween the SNMP 
BO agent 55 and the XP interface 51. 



[Workstations] 

Figure 4 is a view showing Vixe outward appearance 
s oi a representative embodiment of a workstation ulilli- 
ing the present invention. Shown in Ftgure 4 is a work- 
station 9. such as a Wachrtosh or an IBM PC or PC- 
oompalWe ccynputer having a vwndovwig environment, 
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such as MiciosofI Window. ProwWed with the worteta- 
tlon 9 is adiBptey screen 70. su* as ajotor monitor, a 
keyboaid 77 for entering user commantte, and a poirtf- 
ino dwicB 76. such as a mouBe. toi pointing to and fOr 
manipulaSna objects cflsplflyed on the screen 70. 

-me workstation 9 indudee a mass storage dewce 
such as a conputer disk 74 for staring date fBe^ -^^^ 
wortetaSon communioatw to other external dances «.ft 
rtSmiloA^xtem interface 71. Such external devices 
might indiide an internet eervico provider lor prov.(fiig 
Sllnate connection Tnaans to Web 6. A printer 75 b 
prowded tor haidcoFV output 

Fwure S is a dfttaUed block diagram stiomng the 
internal constructkin of the worlstaHon 9. As *own in 
Figure 5, the vroristation 9 includes a central proeras- 
Ino unit (CPU) 81 interfaced with e computer bus 80. 
M60 interfaced with the cornputer bu6 80 is a printer 
inteitace 82. a r.ew«k intertace 
face 85. a display interface 86. a keyboard "rteriace 
a mouse mierfaoe 91 . a main memory 87. and a fixed 
disk 74. Disk 74 stores a JAVA-enabled web browser, a 
V«ndows Operafi-^ System and various >ftflndt«« 
aDDlications. The web browser communicatee to ttie 
LAN 15 and tothe Vterld Wide 6 through a network 
interface 72. 11.6 m^n memory 87 interfaces with tha 
comouter bus 80 so as to provide random access menv 
S^Vlb, use by the CPU 81 while «ecirtmg 
Sr^cess steps such as Ihose Of the webbro»«er. 

I^wespecificaIly.theCPUB1 loads thcae process st^ 
fSn Z disk 74 into the main memory B2 and axecot^ 
those stored process steps out of tJie rron 

F«nue6isabkxi< diagram of the Technical Surt»rt 

workstation l.ltie workstation of Figure 6 Is compnsed 
the same gmeral conponenis as the '^^^^^ 
Sgure 5 v«tl?the exception d the daia stored onttia 
disk 109. In partiouter. the disk 109 contains an mTP 
server. mMLBes. GIF.Wes and JAVA applets. «i addi- 
tion to a Web browser. 

[Method and Apparatus for Communicating with A Net- 
work PeitphetaU 



Fioure7isahomepafle 120 oflho HTTP sender 64 
located on the NIB 14. as displayed by a browser on the 
Say 70. -me page 120 irwUides aTab Rame 121. a 
VBwer Frame i22 and an External Unk Fiame 124. 

Tht Tafi Frame 121 includes icons 126 r^aserrt- 
ina other HTML pages which are a^laWe from fre 
HTTP server 64. As wiO be discussed hei™». the Tab 
Prama 121 is a foced component rf the copiar wet) 
^.i^eLtheT*Framei«nsl26are«vailat:ie 
framanypageprovldadbylheHTTPservereA. 

The External Unk Frame 124 includes «;ons 125 
M provide access to *6 HTTP SBve^to^ 
within worietafions 1 and 4. IJI« the Tab Frame i^ns 
126. these icons 1Z5 are available from any page pro- 
vkled by Ihe HTTP server 64. 

Rgure 8 is a hardcopy of an HTML me 1 30 corre- 



sponding to the copier home page 120/rhelila eorteins 
J^ext tags 131, 132 and 134 «h«h 
HTML fflee corresponding to the Tab Frame 121. *^ 
\fiewer Frame 1Z2 and the External Lnk Frame 12*. 
f respectively. 

Figure S is a hardcopy of an KiMLfHe 140 coire- 
spondbg to1he Tab Frame 121. Thetile 140 conta-ns a 
tag 141 direct-mg a bro»ser to display the ua^ore. 
v,hich win be corfinedtotha letts-ideof thabro^^^^ 
w play area, as defined by the home page HTMLHe 130. 
i^e irrportantly. the file 140 *"L^„^SJ?? 
1 42 which refers to a JAVA applet located on tto HTTP 
senier 64 The broi«ser. when processing the file 140. 

r«,uesis me applet from the 
,5 ««>unteringtheappWtag142.The1^Frarr^^ 

waits for user atiion on the Tfeb f=rame i2i and 
responds with apprqiriate actions. 

FiQuie 10 is an "Admirtstraeon" HTML page 150 
downloaded f«m the HTTP server S4 as tfi^iay«l 
so within a browser. Cunent configuranon setting are dSs- 
SJi«'fiekiscuchasfields152.154and155|«,nBan 

applet downloaded from the HTTP ser/er 64. The srt- 
Sgs are obtained by an SNWIP cliemwithmfte work- 
sSm from an SNMP agent 68 within ihe HTTP senrer 
fs 64. Furthermore, the page 150 contains .core 151 
Which, when selected, cause administrative ftJitohonS to 
be executed within the oopier 11- 

Paure 11 is an HTMLfile 1 60 corresponding to the 
-AdnVnistration- w* page 150. TT« fHo ~^^JP?^J 
30 tags 101. 162 aiKl 164. which, when enccxin^ed^^ 
cause corresponding applets to ^down^ 
toad^trom the HTTP server 64 and executed. Upon 
SSon. theae applets present iconsISi fo a ^er . 
and monitor the icons 151 far user setecbon. H an .^n 
S5 151 -IS selected, the oorresp«iding applet, which has 
Sin waiting to such a selec.km,eKacute^e c^^^ 
soonding administrative functmnvMithin the copi*^. 
^ Sre 12 IS a home page ol a Technical Support 
serveriasdiapteiyedby8bn5v«er.mpa^^^^ 

« tains fields 171 and 172 wh«h ^i^TS^IS 
Zamicaliy via JAVA applBis dOMinioafled from fre 

SShr^cal iupportsenrer 1 '-^^"^^^'^J^- 
Alternatively, these tields may be gomplelrf manuaHy 
user, in any case, the "^t^.'^^^f^^^/ 
« Srted to CG. format and ^^"^J^'^^^Jt^. 
teohrBCBl Support server 1 upon userseiecnon w 

is a fiowdiart for describing proce^ 
aeosw create an Sf^P dient in a workstation and to 
^ St a copier via the SNMP dientee^eraaysp^ak- 

inTSep^stepsofFigure13pro«dao^n,c^ 

tion between a web browser "P^^J^f^f^ 
execution of a plattonrHndepandent segrnj^ rf^^ 
Se code arri aperipheral having an ^ server and 
.5 an SNMP agent A f list IP-packet is translefTrf to the 
SiS^«rrv^. inresponse. an HTMLfile is trans- 
Sited tothew* browser. The HTMLffle contains a ref- 
erence to a plattomvindependent segment of 
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executable code. Upoti processing the HTML file, this 
code segment is requested from the HHTTP server. 

/Nfter the web browser receives the executable cod© 
from the HTTP server, exeaition of the code segment ie 
initiated in Older to create an SmP client Execution of 
ttie code segment also causes an IP-packet to be sent 
from the SNIVIP client to the SNMP agent in the periph- 
eral, m response to thlB tP-pacKet, information concsm- 
Ing the peripheral is transf en-ed from the ^^P agent to 
the SNMP dient ' 

More particularly, in step S1301. e web browser 
execuCng within a worhstaition 9 obtains an IP address 
of an HTTP server 64 corresponcfing id a network copier 
11. The web browser may be any JAVA-enaWed 
browser, such as Netsnape's Mavigator® 3.0, Mtcro- 
saft's Internet Explorer® a.o or the Furthermore, 
the IP address may be ^itained in several ways. 

First a user may irpul the IP address directly into 
the appropriate area of the browesr's graphtcal user 
interface. Alternatively, the browser may obtain the IP 
address using a name which corresponds to a V^brW 
Wide Web home page located within the HTTP server 
64 of the network copter 1 1 , According to this altama- 
tive. the name is sent in en IP packet from the web 
browser to a domain name saver, vrfivch retiimB the 
home page's IP address to Ihe web browser, 

NeKl. In step SI 302, the web browser sends an IP 
packet contanlng the retumed IP address to Ihe router 
7. which routs thp pacdtet to the KHP server 64. In 
response to the IP packet the HTTP server 64 serids an 
HTML file to the browser in step S1304. In step Si 305, 
the browser processes and displays the HTML file 
in accordance wfth hypertexttags cpntained in the file. 

As showvn in Figures 7 to 9» the hyperteict tags pro- 
vide page fomialfing irtfbrmation to the browser which 
defines text areas, graphics areas or JAVA client areas. 
For example, upon processing HTML file 130, the 
browser is instructed by hyperted lag 131 to display a 
second HTML ffle 140 ai the left side of displayed 
page 120, This HTML fHa 140 represents "Bb Frame 
121, Further, hypertext tag.132 instructs the browreerto 
display a third HTML file or the right sfde of the dis- 
played page 120. The third HTML file reprints Ih^ 
Viewffl- Frame 122 and is dynamically aeeted tjy the 
HTTP server 64 so that it presents the current status of 
the copier when displayed- 

In the case that a faiowssr encounters a graphics 
tag NAfhich designates an image to be displayed, the 
browtfSBT retrieves the image according to the location 
provided in the tag and displays the image in the 
browser dsplay area designated by the tag. Similarty, in 
the case that a browser encourters a JAVA appl^ tag, 
the browaar retrieves the segment d JAVA applet code 
according to the tocation provided in the tag and, also 
according to the tag, reserves a client area of the dis- 
play area in vuhich the JAVA applet may display data. 
Tna browser th^ inhiates a JAVA Virtual Machine 
f JVM") to execute the applet 



In step S1306, because the browser encounters a 
JAVAapplettag 142 while processing the HTMLfae140 
con^onding to the "feb Frame 1 21 . the browser sends 
an iP packet to the HTTP server 64 requesting the rel- 
5 erenced applet Accordingly, in step SI 307. the HTT? 
server 6* returns the applet to the fcrroiafser . 

The browser, in step S1309, initiates a JAVA Virtual 
Machine in orderto execute ihe JAVA applet The applet 
is executed in stqp S1310, thereby creating an SNMP 
JO cfient in thft workstation 9 and waiting for user selection 
of one of the icons 126 displayed in the 1^ Frame i2i. 

in step S1311, the user, using the mouse 75, 
selects the "Admin" icon dlqalayed in the "feb Frame 
121. The "Admin- fcon s e hypertext Onk to the "Admin" 
15 page located on tiie HTTP server 64. Thereforer the 
browser. In step Si 31 2, sends an IP packet to the HTTP 
server 64 requestir^g the "Admrn" page's HTWLfOe 160. 
shown in Figure 10. The server $4 sends the HTML file 
1S0 to the browser in slop 51314. 
so h step S131S, the browser processes the HTML 
fie 160 accordirg to its hypertext lags, which instruct 
the browser to display the file in the Vtewer Area 122. 
The browser also reserves client areas 152, 154 arti 
155 according to the ITO^Lfile^ applet tags 165. flJso 
S5 in accordance with the applet tag 16S, the browser 
requests the refermced applet froiii the HTTP server 64 
in step SI 31 6. "The HTTP server transfers the applet ID 
the ijrowser in step S1317. 

In step S1310» the JVM executes Ihe applet to 
so obtain information from the copier 1 1 using the SNMP 
dient created in step SiSIO. In particular, the JVM 
instructs the SNMP dient to send an IP pad<et request- 
ing copier infomiaRon to the SNMP agent 6S within the 
network copier 1 1 . The SNMP dienct then sends the IP 
35 packet to the SKMP agent 68 using the IP aridre^ 
obtained In step S130L However, the SNMP agent has 
a difJerent socket number than that of the HTTP server 
64. Accordingly, the Slsir^flP client amply sends the IP 
packet to the IP address obtained in step S1301 , along 
40 with a reference to the SNMP agent's socket 

In response to the IP packet the SNMP agent 68 
returns the requested copier rnfbrmafon. using SNMP 
protocol, to the SNMP cfiait The JVM then displays the 
infonnation inlhe appropriate areas 152, 154 and 15S 
45 d the •Admin" page 150. 

ki step SiaaO. aftw the "Admin'* page 150 and cor- 
responding ccjpier Infbnnalion have been displayed, the 
user selects ihe "Reboot The Copier" icon 151- The 
•RGboot" and -L^jgrade Firmware' icons 151 are not 
hypertext Nnks, rather, these icons are displayed by 
JAVA applets 161. 162 and 164. Accordingly, in step 
Si 321. once seleded the applet whid^ displays the 
"Reboot" fcon 151 is esjecuted so as to cause the SNMP 
dient to instmctthe SN]\AP agent 68 to tebootihe copier 
55 11. 

It shojtd be noted that the preceding st^ Si3i1 
to S1321 are deserved with respect to the "Admin' 
page 150 only to provide an example of its functionality. 
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and ttia any copier infotmafion pages may employ sim- 
ilar iunciionality. 

lAccessng Petiphefal Web Pages Via Hypertext 

In one aspeoi. flow proceeds from step S1821 to 
step S1424. In step S1424. ihe user, using lha mouse 
76. ralectB the "Support- icon displayed in the External 
Unk FraKB 124 of the 'Admin" page 151. ("tea. m ^ep 
S14Z5. the broKser sends an IP packet to a Technical 
Support eervef l requesting the server's home page 
170 -me Technical Support server's IP address is 
obtained eiifier directly from the cun^ntly displayed 
HTMLflle or aff^^ to the Technical Support SGTwer-s 
domain rBme. as described above with rEsped to step 
S1201. 

In step 51436. the Technical Siwort server 1 
reiurns an KTHALflie to the bfa«^. tj"; J«- 

plays a home page 170 corresponding to the 
Tlhe home page 170 contains KTMU tags which .nslmd 
the br««er to display, in step SU27. tt« page 170 
within the Viewer Rama 1 22 of the browser dsplay. The 
page 170 cnntans user input fields 171 and 172.. 

If in step S1429. the brpwser encounters any 
applet tags withinthe Technical Support HTMLfiie. flow 
p?*eeds to step S1430. in «hich the browser rem^ 
*B referenced applets from tha Techn^al Support 
server 1. ttot. in step S1431. the JVM e«cut^ fre 
applets in order to obtain copier 'nformat.on ^na »«6 
SNMP protocol and to fOI in the appropriate copier infCMv 
S^iKlTI and 172 the page 1 70 »fth the copier 

'"'"'^SSplete wtnch allow the SNMP dientto relrie.^ 
copier irtOntiation are downloaded ori^^ when il^ 
S>unt6;«l. Thereafter, in the case that the user rej»fi^ 
te^le page, the applet can be executed mimed^ 
and thereby can update the page quiddy. In conttasl 
PhaserUnk reqMlrw an HTTP server to rescripi an 
HTMUfile in accordance with copier status each tme a 
page corresponding to the file is summoned by a 

proceeds from step S1 431 to step S1432. B, in 
etep SI 429. no applet tags are encountered, flow elso 
proceeds tQ step SI 48Z. , .^.i^;,*. 

In step 51432. the U5W manually inputs data into 
user input fields 171 and 172. The web brwreer <^ 
vertsXtetalnto CGi famiel In step 5149^ T^e^ 
to in stfipSl43S. the browser sendsanew IP pad«tlo 

£ Technical Support server whid, is iderrt^ tojhe 
packet sent in step S1425 except that the nw pad«» 
SS«»itains thTcG14omiatted data. TYie process 
Steps of Figure 14 terminate in step S1436. 

[Accessing Pefipheral Web Pages Via Paipheral 
Applets 

In another aspect flow proceeds from Bt«) S1321 
to step S1524. Wherein the 'Support" Icon 125 dis- 



played in the External UrtkI=iBme 124 is nota hyperte)Ct 
rmic to a Technical Support sen/er 1. rather, the iran is 
displayed by a JAVA applet reirievad from the HTTf 
server 64 upon processing the Bttemal Unk Fran« 
s HTMLIiie. in step S1524. the user seleds this icon 125. 
m accordance withthe applet, the JVM instructs the 
browser to access a Technical Support server in stt^p 
S1525. In step S1S26, the browser issues an P iMcket 
in Older to obtain the Technical Support server^ home 
10 page 170. The Technical Support senmr's IP addr^ 
be «*iained through either method desaibed 
above with respect to step S1425. 

m step SI 527. the Tbshnical Support server 1 
rBturns an HTMLfiie which defines the Technical Sup- 
,5 port senrer^ home page 170. The HTML «^ l"*"?^ 
Ihe web browser to display the home page 170 m the 
Viewer Frame 122 of ihe browser display. The home 
uaae 170 also oonlains areas tor inpuitina copier infor- 
^'on. Accordingly, in step SI 529. the JVM eacutes 
'0 the -Support" applet in order ID obtain gcflierinforma- 
fon fro^Tlhe SNMP agent 68 via the SMMP cli«^ as 
described in view of step S131 9. Then, in slap S1530. 
Ihe JVM executes ihe applet so * to input the copier 
infomiation Into tt« appropriate PX^™"^ 
« AS mentioned above, the applets which allw the 
SNMP dient to retriewe copier information are down- 
loaded oriiy once. If the user rwisits the page. Vne 
applet is exBouted immedtaJeiy and the page is up^ 
iicidy. In contrast. PhaserUnk requires on HTTP 
so server to rescrtot an HTMLfle in accordance wBh cop- 
feTSiusSmethefileisrequestedbyabmwser 

U necessary, in step Sl53l. «» user manually 
inputs user informalion into user input areas of the page 

1^. in step S1S32. the user selects a "Subrnrt' jcon 
ss (not shown) in the home page 170. ^'l^^^Jrt 
Ujet instructs the browser to convert 'nfor^n 
bput into the page 170 into CGI formal m step 5^4. 
nS in step SI 535. the browser sends anlP pactet to 
theTedmical s^ort sender 1 - The IP packet e ide^- 
40 cal to the packet senl to the sereer l in SlKS 
ewept that the packet also comamsthe CGlrformatied 

ft should be noted that the applet may be used to 
ebtain any data via the SNMP agent arrf to ffjnvertthat 
45 data Into CGI iormat for delivery to the -fechmral SuF^ 
port server, wheihw or not the data ie disptayed to ihe 

"m addition, anhough JAVA applets have been 
described, it should be understood mat the process 
eo steps of Figures 13 to 15 may be used mconiu-icbon 
Xany o«te which is retrievable and etecutaWe via a 
web browser. 



[RemoteMaintenanoeandServidne of Network Pertph- 
65 erals] 

figure 16 depicts a Web page for provkfing sen/ic- 
mg information generated by a network copier m 
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response to a service organization request. General 
servicir^g informetion ISO is provided for the service 
tectmwian's revisw. In addition, finks 181 through 1B4 
can be selected by the technician to bring up additional 
coper servidr^ pages. For example, in ihe went link 
184-15 aeiected, the page depicted in Figure 17 is 
retrieved. 

Rgure 17 depicts a Web page showing mainte- 
nance and diagnostic funcfions avaUabie to be executed 
by a copier 11- V^.'hen eny of buttons 190 are selected 
and then the send button 192 is selected. networK cop- 
ier 1 1 performs the corresponding diagnostic or mainte- 
nance functions, in additioa by selecting any one of 
links 194, the carresponding page can be retrieved. 

Figure 18 is afkwchart illuetrafing a prcn^ steps 
for perfonrung remote majntenance and seryirfng of 
copier 1 1 over the intH*nct by a service technitaan work- 
ing at Workstation 1. 

In general, accorcrmg to the process steps in Figure 
6. a first IP-packet sent from a remote service organiza- 
tion is received by a network pan'pheral device via the 
IP-ne^work. the first IP-packet including a rectueet for 
servicing information from the nfttwork peripheral 
device. Next a sewnd IP-packel is sent automatically 
upon recent of the first IP-packet from the network 
peripheral device to Ihe remote service organization via 
the IP-network. ihe second IP-packet including the 
requested peripheral servicing inftxmation. Tbereaflar, 
a thrird (P-packet sent from the remote service organiza- 
tion to the network peripheral device via the IP-network 
is received by the network peripheral device, the third 
IP-packet including an instruction to execute a periph- 
eral servteing function. Finally, the peripheral servicing 
function is executed by the network peripheral device 
automatfcally in response to the third IP-packet 

More particularly, in step SI 501 , a 6erwc« techro- 
cian operating workstation 1 initiates contact with copier 
1 1 by causing workstatton 1 to prepare and send an IP- 
packet to NIB 14 coupled to copier 11. "me IP-packet 
contains a request for servicing InformaHon from rtet- 
work copter 11, 

In the following description, the service techridan 
runs a tiicnwser on wofkst^on 1 , and NIB 14. con- 
nected to copier 1 1 . indudes an HTTP server wtiich is 
set i4> to provWe HTML fBes related to maintenance 
ecrwmjnications. Accoitlingiy; the senrice technician 
can inrtiale contact with copier 1 1 by rnarely entering the 
address of the mamtenanc© and serviong page of 
copier 1 1 into the browser and executing the browser. 
Smilariy. rt is expected thai data win be relumed in 
HTML fne format However, it is to be understood thai 
the data format used is not llrroted to HTML 

Once genenaied. the IP-packet is sent from work- 
station 1 to NIB 14 successively wa router 2, worldwide 
web 6. router 7 and LAN 1 5, as described in more detaO 
above. NIB 14 then unpacks the IP-packet and passes 
the data oontained in it to copier 1 1 via XP interface 51 . 
In ^ S1 802, copier 1 5 receiveB and evaluates the 



request to determine what data is required to be sent. 

m step SI 804, t>ased on the evaluation in step 
S1 802, copier 1 1 then retrieves and outputs the data to 
NIB 14. NIB 1 4. in turn, then includes the received data 
s in an HTML file using one of the stored HTTP files 65 
and its HTTP server 64, arxi indudes Ihe VmL file in 
an IP-packat The generated IP-packet which incJiides 
m its destination field the address of workstation l. is 
then sent from NIB 1410 workstation 1 successively ^ 
10 LAN 1 5, router 7, World Wide Web 6 and router 2. 

In step SI 805. the IP-packet is received D/- work- 
station 1 . The HTML page, including the data pnjviried 
by copier 1i, within the padket is then displayed tjy the 
Web browser according to the Instructions serrt For 
16 exaniple, the initial contact would typically have consti- 
tuted a request to view a general servicing infdrmation 
page of copier 1 1 illustrated In Rgure 16- As depicted in 
Figure 16, the Web page 100 contains general servidns 
intormation 180 and links 1B1 through 184 to other 
20 pages. The service technician evaluates the displayed 
data to determirw how to proceed next • 

In step Si 806, if the service technician determines 
that additional servicing infcmtatjon i£ required, flow 
returns to step SI 801 to request such additional infor- 
ms mation. The specific senncing infonnation requested 
might depend upon the servk^ technician's originaJ 
motivation for inifiating contact with copier 11 and any 
prewous information obtained from copier 11. For 
exarrple, the techrtidan might request more general 
30 infPnnaUon vvhen initially performing scheduled mainte- 
nance than when the technirian has been alerted to the 
existence of a specrfic proiblem. 

Such requests for additional serviong informafion 
could be initiated, for example, by using mouse 76 to . 
S5 cfick on any of links 181 through 184 to select tie 
desired page, whk;h in turn might contain links to other 
pages. W no additional sewidng information is requred 
at this time, f tow proceeds to step SI 807. 

In step SI 807, the servicB technician determines 
40 whether any diagnostie or maimenance functions 
shOLid be ain on copier 1 1 . tf, lor CDomple, either; CO ^ 
problem exists, (ii) th© idemmed problems have been 
corrected, or (iii) the problem requires a site visit and ell 
relevant availatsle data has already been obtained, the 
45 tetfirlidan will generally decide not to instruct execution 
of any additional functions. In IJmt event the process 
ceases. Howov^, if one or more maintenance or diag- 
nostic functions are desired to be executed flow pro- 
ceeds to step Si 809. 
so In step Si 809, the service technician dkAs on Tink 
184 to retrieve the available function page fflusirafted fi 
Figure 17, showing the maintenance and diagnostic 
functions availaWe far coper 1 1, Upon clicking on any of 
buttons 190 and then send button 102. workstation 1 
S5 sends to copier 11 an P-packet containing instructions 
to execute tiie series of funcfions selected in the order 
selected. 

h step S1810. copier 11 receives the data con- 
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tained in ihe IP-pacKet and executes the iunctions 

desCTibei . _^ , . 

In step S1811 . copier H obtains Infermahon relat- 
ing to ttie functions perfom«d. and then copter 11 .« 
connedionwithNIB 1 4 sends that information man IP- 
packet containing HTML page update insttudiwrs to 
workstation 1. fhereafier. flow proceeds to ^ 81605 
where the service technician evaluates the mtermafion. 
and determines whether additional ssivicing irtonna- 
tion is required or additional mainleiance or diaflnosiic 

feincfions shouW be run. 

AS tneniioned abewe. various data formQis oiner 
than HTML ii<gm be used to implement the mternst 
communications between worteWtlon 1 and coj»er n 
described abo>fe. For example, mther than sending a 
complete Web page, the netwrk peripheral could send 
only the relevant data, reiyinfl on the receiving staton to 
formst the Irfomatlon fer tfepiay 

Rather than axecutinfl a Web browser, vwrkstaiion 
1 could instead execute «o1tware speofioally designed 
for eommunicaling with copier 11- In this B«nt, firaphi- 
cai tormattlng instructions and menus of uHormatton 
available Iram copier 1 1 are provided in part or in wlwle 
by means of software internal to wortstaSon 1. rather 
lhan eeduavely by copier 1 1 , as descrbed in the steps 
above Accord'inflly.lnthiscaseitisunnKessarytoper' 
form*e steps or portions of steps dBScribed above far 
requesting or sending any such menu or formatting 
Instructions. . 

Furthermore, the above process steps can be 
irrplemented for a system in whifih a Password b 
required to access copier 11 via the "ternst In ths 
event, one or more of the requests from worVstalion 1 to 
copier n additionally includes such a pass"Oid,^snd 
the copier* evaluation of the requests in step Siaoz 
and SI 810 addttionally include the subslep of evaluat- 
ing the password provided to detemiine whether it e 
valid. 

AlternaSvely. or in addition to the preceding para- 
graph; it, a password system an sddiliorBl step wuld be 
included when any packet Is sent from wartetabon i to 
copierll. inttiisadditlonelstep,theva»dityofthe^ 
woid is evaluated In router 7 in order to saraen whether 
the IP-packet should even bo passed abng to LAN 15- 



1. 



[Automatic Service Requests Over the Wortd Wide 
Web] 



Figure 1 9 depicts a service raquest page automati- 
cally genoiated by a network copier in responsB lo a 
detected conrSlion. The page indudes iiTfarmatton 201 
concerning the nature of the problem and user informa- 
ton. In addrfion. the page indudes a link 202 to oB^er 
pages confining adrffional infonmafion that can be 
retrieved from the networkcopier. w. 

Figure 20 is a flowchart illustrating a method by 
which network copier 11 sends an automalic sennce 
request to a service organizatat operaflng workstation 



, Generally. accorSng to Rgire 20. a condition of the 
network peripheral device te detected- f^. m 
response to the detected condition, status Informabon is 
5 automatically obtained, the status infOrmaJHwi aire- 
sponding to the detected condition. Finally, upon obtain- 
ing the stsius -mtormation. an iP-packei is automatically 
transmitted to the remote service orflaniralion v« the 
IP-nalwork, the IP-packe* containing the status infcrma- 

10 Hon. . ^^ 

More partuularty, in step SZOOi . network copier 11 
d^etas a conditiDn fOr wWch service is required, in this 
context senrice might Indude. for wtanple, tacnnical 
service and maintenance or senricetram a sales organ- 
16 izaBon. such as delivery of new part The condition 
might consist of an operational problem. ^^^^ 
rnoior feilure. discovered during sdf-diagnostio testmg 
or during normal operationB. Allernaiively. the corelition 
might consist of an went triggered by exoeedng a 
20 threshold quanfity of usage, such as exoe^ng a 
threshold nuntoar of pages printed without performing 
schedUed maintenance. Rnally. tha condition imgWbe 
ttiggered by a partimlar user Input, such as pressing a 
toMDn instructing copier 11 to place a purchase erder 

IS requ^^^ S2002, in response to ttie detected condi- 
gn information spectficaUy relating to the dete^dcOfr 
dition together with copier °>^'S'^'°" f^,^ j^J^^ 
infomiation is output from copier 11 to NEB 1* ve XP 
30 interface 51. Although m this embotfmeirt the mtorrr^ 
ton relating to the detected condition is 
solely within copier 11. it wffl of couise be understood 
other techniques might instead be employed in which 
NEB 14 plays an active role hi querying (sopier n tor 
3S such informafioa ^.^.^ 
m step S2003, NIB 1 4 recaves the irtomiation irom 
copier 11 and .etrwves liom EPI^M 34 information 
regaidlng the user and a contact person for the ifier. 

m step S2004. NIB 14 inserts the obtained mferma- 
eon into an KTML fae selected from HTTP K 
whteh also includes a link back to coper 1 1 . ^^j^ 
14 creates and sends an IP-paoket including ths HTML 
fie and with thedesSnationfieW designating the savice 
oraanization. The IP-pactet is tmnamitled to wori^- 
<5 fi^6uccessiveiyviaLANi5..outer7.Vtokl vW^^ 
Web 6 and router 2, as described above « mors d«an. 

in step S2006, the IP-paokst is received by M>rk- 
ctafion i.Abrowser executing on workstation i di^ys 
the page according to *ie received inslrucUons. Bgure 
so 19 niustrates the received page. As shewn, tiie 
pane incUrias relevant inloimadion 201 concerning the 
urer and the detected condition. In addHion. by clicking 
on link 202 using mouse 76, the ser>flcer orgenaa*on 
can automatically Obtain additional pages from the net- 

55 wqrk copier. ^ 
In step S2007. NIB 14 prepares and sends an e- 
mail message to workstatton 9 in order to advise the 
network administrator thai a service request has been 
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siibnitt&d. 

AWiough the process st^ described above trans- 
mit an HTML file, verious data lomiats can be used to 
trartBTTut the relevant data frorn the network perpheral to 
the service organization via »ie IP-netwtfork. Exsnnples 
include tF^nsmitfing only thefield data In CGJ fom«t and 
transmitting the btonriaiion by e-maD. 

The present invent'on hae been described with 
respect to particular aiustrative embodirnents. However, 
it is to be understood that the invention is not limited to 
the above desatoed embodlmenU and that various 
changes and mocffications may be made by those of 
ordinary skin In the an wrthoul departing tnjm the scope 
of the invention as defined by the appended claims- 
Claims 

1 . A method for servicing a network peripheral device 
connected to a networt? via a router, the method 
comprising the steps of: ^ 

sending a first pacl<et from a remote service 
orsanizaiion to the network peripheral device 
via the nelwork, the first packet including a 
request lor servicing rnformalbn from the net- 25 
work peripheral device; 

receivino a second pacsket sent from the net- 
work peripheral device to the remote service 
organizalion via the network,, the second 
packet inciudlno the requested peripheral serv- 30 

Icino information; and 

sending a thirxJ packet from the remote service 
organization to the network peripheral device 
via the neiworK the third packet inducfing an 
instruction to execute a peripheral servicing 
Function. 



eral ssvicing fiffiction data includes information 
concerning an operational problem of the network 
peripheral device. 

8. A method according to Claim 1. wherein the periph- 
eral servidng feinction comprises a diagnosik; func- 
tion. 



9, A method according to Claim 1, wherein at least 
one of said first and third packets includes a pass- 
word to aiscess the network peripheral bailee. 



40 



2- A method according to Claim 1, wherein the net- 
work peripheral device comprises a copier, 

3. A method according to Claim 2. wherein the periph- 
eral servidng tunction comprises wire uleamng- 

4. AmethodaccordingtoClflimi. wherein when exe- 
cuted, the peripheral senricing function produces 4S 
peripheral servicing funcfion data. 

5. A method according to Claim further comprising 
a step of receivins a fourth packet sent from the 
network peripheral dwice to the remote service bd 
organization via the network, the fourth packet cor- 
responding to the peripheiHl servicing function 
data. 

6. Amethod according to Claim 1. wherein the second 55 
jacket includes an HTML file. 

7. A method according to Claim l.where'n the periph- 



10. A method, usable by a network peripheral device 
corvtected to a neiworH via a router, for obtaining 
T5 rerrwte servicing instaictions, the method compris- 
ing the steps of: 

receiving a first packet sent from a remote 
service organization to the neb«rark periphetal 
device via ^e network, the firat packet includ- 
ing a reQuest for servicing information from the 
network peripheral device ; 
sending, automatically upon receipt of the first 
packet a second pajdtet from the network 
per^heral device to the remote sarvbe organi- 
zation via the network, the second packet 
indudirwj the requested peripheral servicino 
irtformafion; 

receiving a third packet sent from the remote 
service organization to the nebvork peripheral 
device via the networK the third packet inducJ- 
ing an instmction to execute a peripheral serv- 
icing function; and 

executing, automatically in response to the 
third pa£*at the peripheral senncing function. 

11, A method aocoiding to Claim 10» wher^n the net- 
work peripheral device comprises a copier. 

12- A method according to Oalm 11, wherein ihe 
peripheral semdng function comprises wire clean- 
ing^ 

1i A method acconfing to Claim 10. wherran the 
peripheral servicing function produces peripheral 
servicing function data- 

14, A method according to Claim 13, further conprieing 
a step of sanding a fourth packet from the network 
peripheral device to tiie remote senrice organiza- 
tion via the network, the fourth packet conespond* 
ing to ihe peripheral servicing funcfion data, 

ia A method according to Claim 10. wherein the sec- 
ond pactet includes an HTML file. 

16l a method according to aaim 10. wherein the 
peripheral servteir^ function data indudes infornia- 
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tion concerning an operational proWem of the net- 
work peripheral device. 

17. A method according to Claim 10. wherein the 
peripheral servicing function comprises a diagnos- b 
tic function. 

16. Arnelhodaccordingtoaaim10,fiirthercornpriBin^ 
a step dt evaluating & passworii provided received 
from the remote service organization to determine to 
whether to flrant access to the networK peripheral 
darice. 

13. ComputerexBCUtaWe process steps stored in a 
compoter-readable medium, the process st^ lo 19 
seivicea netyvOfk peripheral device connected to a 
network via e router, ihe process steps comprising: 



a first sending step to send a f iret packot from a 
remote service organization to the network so 
periphGral device via Ihe netvwk. the first 
packet indudlng a request for swvidng infor- 
mation from the network peripheral davice: 
a receiving dsp to receive a second packet 
sent from Ihanetwwjrk peripheral device to the ss 

remote service organization vie the n^aK 
the second pad«t indudng the requested 
peripheral servicing information; and 
a second sending step to send a tiiird packet 
from the remote service organization to the so 
network peripheral device via the network, the 
third packet including an instruction to execute 
a peripheral servicing funclioa 

20. Computer-executable process steps according to 
aaim 19. wherein the network peripheral device 
comprises a copier. 

21 CorTputer-eiCDCUtaWe process steps accoiding to 
Claim 20. wherein the peripheral servicing function « 

comprises wire cleaning. 

22. Computer-eicficutahJe process steps according to 
aaim 19. wherein when executed, ihe penph^^ 
senricing funciioft produces peripheral servrcina 
fir«fiondate/ 

23. Computer-ejecutalile process steps accordmg to 
Claim 22, further comprising a sacond receiving 
step to rejBive a fourth packet sent from the nel- so 
work pariphetal device to frie remote service organ- 
ization via the network the fourth packet 
CDrresponding to the par'ipherel servicing funrtion 
data. ^ 

24 Computer-executable process steps according to 
Claim 19, wn^an the second packet includes an 
HTMLflB. 



25. Computer-executable process steps according to 
CtE«m 19. wherein the peripheral servicing function 
data indudes information concerning an opera- 
tfonal problem ot the network perpherai device. 

26 Computer-executable pnjcess steps accoiding to 
Claim 1 9. wherein the peripheral senricing fur^on 
comprises a diagnostic function- 

27 conputer-executable process steps according to 
aaim 1 9, wherein at least one of sakJ first and third 
packets includes a pessword to access the network 
peripheral device, 

28. Computer-executable process steps stored in a 
corTT)Uter-readable medium, the process steps for 
use by a nGtwork peripheral de^B connected to a 
network via a router to obtain remote servicing 
instructions, the compuler-e«ecutable process 
steps comprising: 



a first rec«ving step to receivB a tirsl packet 
sam from a remote sen/ice orgeniiation to the 
network peripheral device via the network the 
first packet indudinQ a request for sen^icinfl 
intermatfon from the network peripheral device: 
a first sencfing step to send, automatically upon 
recapt ci the first pack^ a second packet from 
the networic peripheral d^fice lo the remote 
service organization via the network the sec- 
ond packet including the requeued peripheral 
servicing information; 

a second receiving etep to receive a third 
packet sent from the remote service organiza- 
tion to the network penpheral device via the 
networK the third packet inciuding an irtstruc- 
tion ID execute a peripheral servicing functwn; 

and , 
an executing st^ to execute, automaticalty m 
response to the third padtet, The peripheral 
servicing function. 

29. Computer-executable process steps according to 
aaim 28. wherein tie network peripheral d»nce 
comprises a copier, 

30. Computer-executable pmcesa steps according to 
Claim 29, wherein the peripheral servicing function 
connprises wire ctsaning. 

31 Computer-executable process slefis according to 
Claim 28, wherein the peripheral servicing function 
producBS peripheral servicing function date- 

32. ConT>uter-executable process steps acoc^ding to 
Claim 31 , further comprising a second sending step 
to send a fourth packet from the network peripheral 
device to the remote sennce organization via the 
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retwork, Ihe fourth packet corresponding to the 
peripheral seividng function data. 

31 Conpuler-atecutable process 5t€^>s according to 
Claim 29, wherein ihe secoTKJ packet indudes an 
HTMLfiia 

34. CoTTVUter-executeble process steps according to 
Claim 28, wherein the peripheral s^icang function 
date includes infonnaecin concerning an opara- 
tfonal prnttem of the netvworkperTphertl dewice. 

35. Computar-execulaWe pnjcesB steps according to 
aaim 2fl, wherein the paripheral servicir^ funutton 
coiTprises a dtagnqstictyndlon, 

36. Computer-executable pnscesc steps according to 
Claim 23. tix\h9T comprising an evaluating step to 
evahjate a password receh^ from the remote 
ssrvice organization to dalermine whether to grant 
aEx:ess to ihe network peripheral da^aca 

S7. An apparatus for servicing a network pariplTeral 
device connected to a neiwork via a router, tha 
apparatus Gompri&mg: 

a memory *hich stores data packets recaved 
from, and to be sent to. the network, and proc- 
ess steps for e3cecution by a processor 
a rietwork Irterfece which interfaces lo the net- 
wortt ovy whfch data packets are transmitted 
to, and received from, the network; and 
a fyocessor which executes the process steps 
stored *n the memory (t) to send a first packet 
from a remote sennce organization to the net- 
work peripheral device snathe network thefiret 
packet indudmg a request for servicing infor- 
mation from the network peripheral devtae, (2) 
to receivB a second packet aem from the net- 
work peripheral device to the remote sanrice 
organization via ihe neti^or*); the second 
packet induding the requested peripheral eerv^ 
icing infoimalion, and (3) to send a third packet 
from the remote service organizaiion to the 
nctwoik perpheral device via the network, the 
IhiitJ patjket including an instojction to execute 
a per'f^heral servicing function. 

3S- An apparatus according to Claim 37. wherein the 
network paripherai device oomprisBS a copier. 

3d. An apparatus according to Clam 38. wherein the 
peripheral senriring function con^ises wire clean- 
ing. 

40. An apf^atus according to daim 37. wherein when 
" executed, Ihe peripha^ servidng function pro- 
duces peripheral servfcing function data. 



41, An apparatus according to Oaim 40. wherein the 
processor executes process stops stored in tha 
memory to receive a fourth padtet sent from the 
network per^heral devree to the remole sennce 
organiijation via the network, the fourth packet cor- 
responding to the peripheral senricing function 
data. 

42, An apparatus according to Claim 37, wherein the 
secorx^ packet includes an HTML file, 

43, An apparatus according to Claim 37, wherein the 
peripheral servidng function data includes Infonna- 

concerning an operattonal problem of the net- 
75 work peripheral de(rice. 

44, An apparatus accordng to Claim 37, wherein *e 
peripherai serviKng function compriaes a diagnos- 
tic function. 

45, An apparatus according to Claim 37. wherem at 
least one of said first and third packets indudes a 
password to aoceaB the networi< panphera) dwice- 

48, A network peripheral device connected to a net- 
work via a router, wrtch obtains remote servc^nfl 
instmctions, the network peripheral comprising: 

a memory vMtit\ stores data packeis received 
from, and to be sant to. the network, and proc- 
ess steps for acecution by a processor; 
a network Interlace wttich mtertace&to the ne^ 
work, over which data packets are transmitted 
ta and received from, the netswork; and 
a processor which executes the process steps 
stored in the memory (1) to receive a first 
packet senlfrom a remote serwce organization 
to the network peripheral dance Vne net- 
work, the first packet induding a request lor 
servicing infonnaiion from the network periph- 
eral dewoB, (2) to send, antomaiicany ipon 
recwpt of thefiret pa(^, a second packet from 
the network peripheral device to ^e remote 
service c^ganization yAa the networiic. the sec- 
ond packet including ihe requested peripheral 
servidng information, (3) to receive a third 
packet sentfrcm the remote sen^ice orBaniza- 
tion to Ihe network peripheral device via the 
network, the third packet including an inslmc- 
tion to execute a peripheral servicing funcfton, 
ar»i (4} to execute, automafically in response lo 
tt>e third packet, the perlpharal servidng func- 
tion. 



ss 



30 



35 



45 



BO 



65 47. A network peripheral device according to Claim 46, 
wherein the network perij^eral de/'ce conpriseB a 
copier. 
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48. A network peripheral device according id Claim 47. 
wherdn the peripheral servicing function con^nses 
wire Gleaning- 

49. A netvuork peripheml dewce according to Claim 46. 
wherein the peripheral Bsrvidng luncbon produces 
peTTpheral servicing function data. 

50. A netvrorkperipheral device according to Qaim 49. 
wherein the processor execuies process 
stored in ihe memory to send b fourth packet trom 
the n^ork peripheral device to the remote service 
omanizatlon via the network, the fourth packet cor- 
responding to the* peripheral servicing function 
data. 

51. A networkperiphera! device according toC^ 
wherein the second packet mdudes an HTML file. 

52. Anetwprkperiph&ral device accordingtoClaifn46^ 
wherein *e peripheral servknng function data 
includes information concerrtng an operahonal 
prottam of the network peripheral devkre. 

53. A nehworkpaipheral device according 10 Claim 46. 
wherein the peripheral servicing f unctbn comprises 
a diagnostic function, 

54 A network peripheral devicfe acoordrng to Claim 46^ 
-wherein the processor evaluates a password 
received irom the remote serwce orgamzanon to 
determine whether to grant access to the nehvortt 
peripheral device. 
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<KrML> 

<-nTLE>Canon Webspot v1 .0 pre^lpha<A1TL£> 
<FRAMeSET ROWS='90%,-> 

SbamE 5RC=:-home.htmr NAME=-MainFrame >^ 
</FRAMESET> 

<FRAME NAMEaFboterFrame ,^-134 
SBC=-Wtp:/yi46.184^107/hetp/footer.htm 

MARGINHaGHT^-r BORDER-0> 

</FRAMESEr> 

<BR> 

<MCTA NAME=-SENERATOR- COr^NT=-imernet Asslstantfor 
MlcrosottWord 2.0z"> 

^S'o^TOPMARGlN.O BACKGROUND=TOOT_BACK.Gir> 

<P> 
<BR> 

</BODY> 
</HTML> 



FIG. 8 
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<!DOCTYPe HTML PUBUC "-//W3C//DTD HTML 3^/EN-> / 

<HTML> 

<HEAD> 

<TlTLE>UntltIed<niTLE> ^ „^ ,. 

<META NAME=-QENERATOR-CONTENT=-Mozina/3.0Gold (Wln95: 1) 

[Netscape]''> 

</HEAD> 

<BODy> 

<P><A>HREF=^*hoiTie.htm"TARGET=-MainRame-><IMG SRC=-GRBUL.GIP 

BORDER=D H6IGHT=12 WIDTH=1 1></A><BxF0NT 
COLOR-"#000000'>Welcome</FOhfT></B> 

<HR></P> 
<Pxmk></P> . ^ . 

<P><:AHREF="status2Jitm"TARGET=''MainFrame-><:IMG 

SRC="GRBUL.GIF BORDER=0 HEIGHT=12WlDTH=11></A><BxFONT 

COLOR="#000080">Stetus&amp: 

ErnDrs</FONTx/B> 

<HR></P> 

<P><AHREF=«features.htm-TARGET="MaInFrame-><IMG 
SRC-"GRBUL.GIF BORDERED HBGHT=12WIDTH=11x/A><B><F0r^T 
COLOR=°#800080">Features</FONT><yB> 

<P><A HREF=''admin.hlm'TARGET="MalnFtame'><IMG 
SRC^'GRBULGIF- BORDER=0 HEIGHT=1 2 WIDTH=1 1 ></A><B><FONT 
COLOR=''#008080">Administration</FONT></B> 

<HR><:/P> 

<APPLET CODE="select.class''> 
<fAPPlET> 

</BODfV> 
<HTML> 



FIG. 9 
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<IDOCTYPE HTML PUBUC "-//wacZ/DTD HTML S^Z/EN-V / 

<HTML> 

<HEAD> 

<TrrLE>Untjtled<A"ITLE> 

<MErANAME="GENERATOR' C0NrTENT="Momia/3.0QoId (WinSS; I) 

[NetscapelV 

</HEAD> 

<80DY> 

<P><A NAME."admln_curTentconfig"></A><FONT SI2E«+2><B><F0NT 
COLOR!s"#008080'>Admim8b-afion</FONT></B> 



SRC='1ile:///G|AJSERS/MKODIMER/MKDOlMERA«ebspot/proto/reboot_ 

1 gr HEIGHr«18 WID7H=94><A HnEF="fIash.f1-><IMG 
SRC«^*flle:///G}/USERS/MKDDIMER/MKOC)IMER/webspot/prc>to/flash_1 

.gif BORDER=0 HEIGHT'^18 WIDTH-178></A><A 

HREF='p ds^ltS.pd'><:IMG 

;='1ilel///GIAJSERS/MKODlMER/MKDDIMER/websipoVproto/printsG 

s 1 .g'rf" BORDERED HEIGHTaieWIDTHsl 74xJf^<IP> 



SRC 
ttings 

161 

^-vrAPPLET CODE=*appicons.class"WlDTH=100 HE1GHT=25> 
</APPLET> 

165 

SsAPPLET CODEs-bundtbLcIass" WIDTH=600 HEIGHT=1 000> 
</APPLET> 

</BODY> 
</HTML> 



FIG. 1 1 
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